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1. INTRODUCTION AND PURPOSE OF THIS PROTOCOL
1.1. Information sharing & confidentiality is an important factor in enabling Services Users to engage honestly and confidently with housing and support agencies.  All agencies should respect the need for other professionals and agencies to protect their relationship with their service users and support the requirement to maintain confidentiality as far as possible.


1.2. The purpose of this protocol is to set out the principles and practices involved in

information sharing between Supporting People provider agencies (those receiving SP Grant) and the <Authority> Supporting People Team.  


1.3. These principles will also apply to RSLs and agencies working with Supporting


People providers in the <Authority>.


1.4. The Supporting People team will check agency Confidentiality Policies as part of


the SP accreditation process.


2.  
PRINCIPLES
2.2. Good practice in relation to confidentiality and information sharing recognises that

professionals can only work together in the interests of service users if there is an exchange of relevant information between them.  


2.3. The <Authority> is keen to ensure that providers of services under contract
comply with the recommendations of the Caldicott Committee, regarding privacy and confidentiality for service users.


2.4. These recommendations include a set of principles that should be adhered to

whenever agencies store information about a service user on a database or other recording system, or send or receive information to or from another organisation or agency. These principles are based on the Human Rights Act 1998, the Data Protection Act 1998 and the common law duty of confidence.


2.5. The principles can be summarised as:


· Information sharing must justify the purpose of the transfer of information.


· Confidentiality must not be confused with secrecy.


· Information will only be shared on a ‘need to know’ basis when it is in the best interests of the service user following a risk assessment.


· Informed consent should be obtained but, if this is not possible and there is a risk to the safety of an individual or society, it may be necessary to override this requirement, and information may be shared where permission has not been given.


· A blanket principle of absolute confidentiality cannot be given.

2.6. OVER-RIDING CONFIDENTIALITY IN THE INTERESTS OF SAFETY OF
CHILDREN:   

If there is reasonable professional concern that a child (or other siblings) may be at risk of harm, this will always over-ride a professional or agency requirement to keep information confidential.  All service providers have a responsibility to act to make sure that children whose safety or welfare may be at risk us protected from harm.  They should always tell parents this.


2.7. Providers are responsible for ensuring that Committee members, Board members,

Trustees, staff and volunteers are aware of these principles and adhere to the Confidentiality Policy.


2.8. Breach of confidentiality is a disciplinary matter and can be a criminal offence.

3.  
LEGAL FRAMEWORKS

3.1. Common Law Duty of Confidentiality

Personal information about children, families and vulnerable adults held by professionals and agencies is subject to a legal duty of confidence and should not normally be disclosed without the consent of the subject.  However, the law permits the disclosure of confidential information necessary to safeguard children and vulnerable adults.

3.2. The Data Protection Act (1998)

Requires that personal information is obtained and processed fairly and lawfully; only disclosed in appropriate circumstances; is accurate, relevant and not held longer than necessary; and is kept securely.  They allow for disclosure without the consent of the subject under certain conditions.  

3.3. The Human Rights Act 1998

Disclosure of information without consent might give rise to challenge under Article (8).  However, disclosure of information to safeguard vulnerable people would be justifiable for the protection of “health and morals”, for the protection of “rights and freedom of others” and for the prevention of disorder and crime.


3.4. The Public Interest Disclosure Act 1998

The legislation, the “Whistleblowing Act”, give protection to employees and others to breach their duty of confidentiality to their employer where the employee has a reasonable belief that it is in the public interest to whistleblow outside the organisation, to disclose malpractice.  

Examples include where a criminal offence has or is likely to be committed; a legal obligation is not being met; health or safety may be endangered; or there is concealment of information in connection with the alleged malpractice.


3.5. The relevant Legislation and Employment Policies of the Organisation

The Employers Codes of Conduct and other Employers’ Policies and Procedures will have a bearing on an agency’s confidentiality policy, as will Department of Health Guidance such as “Working Together” (concerned with children in need, including those in need of protection) and “No Secrets” (concerned with vulnerable adults).

4.  
WORKING PRACTICES

4.1. All agencies working with the <AUTHORITY> Supporting People team/receiving Supporting People Grant must have an Information Sharing/Confidentiality Policy.  


4.2. The minimum set of information, which is considered confidential is known as ‘personally identifiable information’.  This, covered by Caldicott principles, is as follows:

· Name (including a.k.a)

· Address

· Post Code

· Date of Birth

· Other dates that may identify an individual, e.g. date of death

· National identifier e.g. National Insurance Number or NHS Number

· Local identifier e.g. system reference number

· Gender

· Ethnic Group

· Occupation

4.3.  
Service providers must ensure that:

· Information from the list above is only transferred when strictly necessary and for legitimate purposes, along with confirmation of any cessation of service or changes in eligibility  

· The minimum necessary personally identifiable information is used

· Access to personally identifiable information is on a strict need to know basis, as defined in each agency’s Confidentiality Policy.


4.4.  Before any information is shared, the agency/agencies involved should explain:

· What kind of information is needed

· Why it is needed

· What they will do with this information

· Who else may be informed

4.5. Agencies must follow their own procedures in respect of storing information securely.


4.6. Breach of confidentiality is a disciplinary matter and can be a criminal offence.  It will be dealt with through the agency’s Disciplinary Procedures whether the allegations have arisen through a formal or informal complaint or a potential breach has come to the attention of managers in some other way.


4.7. Service users have a right of access to the agency’s confidentiality policy and procedures, under the Care Homes Act 2000, the National Minimum Standards and appropriate Regulations, which support this.   This includes information about the circumstances under which confidentiality may be breached and the processes for dealing with inappropriate breaches of confidentiality.     

5.  

ENSURING CONFIDENTIALITY OF WRITTEN RECORDS

5.1. Thorough and clear record keeping and recording are the basis of providing effective and sensitive services safely and accountably.  This applies equally to the recruitment and management of staff, board members, trustees and volunteers and to the recording and monitoring of services and information about service users.


5.2. Staff should have access to any form of personal information on a need to know basis only.


5.3. The agency will take all reasonable steps to ensure that all safeguards are in place to protect the physical security of information held on paper or electronically within their organisation, and by its staff.


5.4. Agencies must follow their own procedures in respect of storing information securely.   Each agency must include in its own confidentiality policy a section detailing its robust and secure record keeping systems.  This includes provision for lockable filing cabinets and the shielding of computer screens from general view when displaying personal data.  

APPENDIX 1

DEFINITIONS

Adult:  
A person aged 18 years or over


Child:  
A child or young person under the age of 18.

“Vulnerable adults” is a term used in “No Secrets” to define any person aged 18 or over whom: 

· ‘Is or may be in need of community care services by reason of mental or other disability, age or illness’, and

· ‘Who is or may be unable to take care of him or herself; or protect him or herself against significant harm or exploitation.’
APPENDIX 2

PRINCIPLES OF DATA PROTECTION


Anyone processing personal data must comply with the eight enforceable principles of good practice. They say that data must be: 


· fairly and lawfully processed; 


· processed for limited purposes; 


· adequate, relevant and not excessive; 


· accurate; 


· not kept longer than necessary; 


· processed in accordance with the data subject's rights; 


· secure; 


· not transferred to countries without adequate protection. 


Personal data covers both facts and opinions about the individual. It also includes information regarding the intentions of the data controller towards the individual, although in some limited circumstances exemptions will apply. With processing, the definition is far wider than before. For example, it incorporates the concepts of 'obtaining', holding' and 'disclosing'. 


(Source:  Information Commissioner:  www.dataprotection.gov.uk  Principles of Data Protection).


See also
 :  Department of Health Publication:   Data Protection Act 1998:  Guidance to Social Services Departments.          (www.doh.gov.uk)


APPENDIX 3

SOCIAL SERVICES & HEALTH DEPARTMENT 

GUIDELINES
tc \l1 "Appendix B
Data protection registrar’s checklist for setting up information sharing arrangements (Abridged version)
(1)
What is the purpose of the information sharing arrangement?

It is important in data protection terms that the purpose of any information sharing 

arrangement is clearly defined. This is because if personal information is to be

disclosed, then disclosures must be registered with the Data Protection Registrar

and the data protection principles will take effect. These principles themselves relate

directly to the purpose or purposes for which personal information is held. For 

example, information must be adequate, relevant, and not excessive in relation to the 

purpose for which it is held, and must not be held longer than is necessary for that

purpose.

Parties to any arrangement should be aware that under the Data Protection Act 

1998, they will need to have a ‘legitimate basis’ for disclosing sensitive personal data 

(including holding and disclosing them) is one of the major innovations of the new 

Act.  Under section 2, “sensitive data” include information as to the commission, or 

alleged commission, by the data subject of any offence; and criminal proceedings

involving the data subject as the accused, and their disposal. The definition of

‘sensitive data’ also includes information about the data subject’s sexual life. It 

should also be made clear to all parties that information received under the 

arrangement is to be used only for the specified purpose(s). Thus, there should be a 

restriction on secondary use of personal data received under any information sharing arrangement unless the consent of the disclosing party to that secondary use is 

sought and granted.

(2) Will it be necessary to share personal information in order to fulfil that purpose?

Depersonalised information is information presented in such a way that individuals

cannot be identified. If depersonalised information can be used to achieve the purpose, 

then there will be no data protection implications. Consideration should therefore 

always be given to whether the purpose can be achieved using depersonalised 

information; ‘would failure to share personal information mean that the objectives of 

the arrangement could not be achieved?’

(3) Do the parties to the arrangement have the power to disclose personal 

information for that purpose?

If the purpose cannot be achieved without sharing personal information, then each 

party to the arrangement will need to consider whether they have the power to disclose information for this purpose. This is particularly significant for public sector bodies or 

agencies whose powers and responsibilities are defined by statute or administrative

law. If a public body acts ultra vires or outside its powers, then it may, at the same time, 

breach the lawfulness requirement of the first data protection principle. Section 115 

of the Crime and Disorder Act 1998 may provide the parties with the lawful power, 

they need provided the requirements of that section are met. This provides that any

person can lawfully disclose information, where necessary or expedient for the 

purposes of any provision of the (1998) Act, to a chief officer of police, a police authority, local authorities, Probation Service or health authority, even if they do not otherwise 

have this power. This power also covers disclosure to people acting on behalf of any

of the above named bodies. The ‘purposes’ of the Act referred to in Section 115

include a range of measures such as local crime audits, youth offending teams,

anti-social behaviour orders, sex offender orders, and local child curfew schemes. It 

should also be noted that Section 17 of the Act places a statutory duty on every

local authority to exercise its various functions..... with due regard to.....the need to 

do all that it reasonably can to prevent.....crime and disorder in its area.

(4) How much personal information will need to be shared in order to achieve the objectives of the arrangement?
 Consideration must be given to the extent of any personal information disclosed. Some agencies may hold a lot of personal information on individuals but not all of this may be relevant to the purpose of the information sharing arrangement, so it may not be right to disclose it all. This is a matter for consideration by the agency holding the information.

(5) Should the consent of the individual be sought before disclosure is made?
When disclosing personal information, many of the data protection issues surrounding disclosure can be avoided if the consent of the individual has been sought and obtained. This is particularly significant if the personal information to be shared identified victims or witnesses where consideration should be given to any effects of disclosure of their personal data on third parties.

(6) What if the consent of the individual is not sought, or is sought but withheld?

Consideration must be given to whether the personal information can be disclosed lawfully and fairly. In terms of lawfulness, an agency will need to consider whether personal information is held under a duty of confidence. If it is, then it may only be disclosed.

(a) with the individual’s consent: or

(b) where there is an overriding public interest or justification for doing so.

It will not always be the case that the prevention and detection of crime or public safety constitutes an overriding public interest for the exchange of personal information.

As regards fairness, even if the personal information held is not subject to a duty of confidence, the agency will still need to consider how the disclosure can be made fairly. In data protection terms, in order to obtain and process personal data fairly, the individual should be informed of any non-obvious uses (including disclosure) of their personal data, and be given the opportunity to consent to those uses. If consent is therefore not obtained, consideration will have to be given to how the disclosure can be made fairly. This might involve arguments of public interest, but these would have to be balanced against any potential resulting prejudice to the interests of the individual concerned.

(7) How does the non-disclosure exemption apply?

The Data Protection Act 1998 contains general ‘non-disclosure provisions’, but allows a number of specific exemptions. There is an exemption in the Act which states that personal information may be disclosed for the purposes of the prevention or detection of crime, or the apprehension or prosecution of offenders, in cases where failure to disclose would be likely to prejudice those objectives. A party seeking to rely on this exemption needs to make a judgement as to whether, in the particular circumstances of an individual case, there would be a substantial chance that one or both of those objectives would be noticeably damaged if the personal information were withheld.

(8) How do you ensure compliance with the other data protection principles?
Any information sharing arrangement should also address the following issues:

· How will it be ensured that only the minimum personal information necessary is shared and held for that purpose(s) of the arrangement?


· How will the accuracy of the personal information be maintained? One party to the arrangement may know that there has been a change in personal information which they have disclosed: how does that party ensure that all recipients of that personal information are kept informed of developments, so that they keep their records up to date?


· For how long will personal information be retained? It would be anomalous if the disclosing agency were to remove the personal information from its systems, but the other parties continued to hold it.


· How will individuals be given access to personal information held about them? Under data protection legislation, individuals have a right of access to any information held about them. This right may be denied in certain limited circumstances, which include where access would prejudice the prevention or detection of crime. This could be significant, if, for example, a police force wished to disclose personal data to another party, but for operational reasons did not want the individual concerned to know the disclosure had been made. On the other hand, it is not sufficient to deny subject access merely because the information is held for crime prevention purposes. Mechanisms must therefore be in place to ensure that the wishes of the disclosing party are considered.


· How will the personal data be stored? The more sensitive the personal data shared, the more security measures should be taken by each party receiving that personal data. This is not limited to physical security of the equipment on which it is held, but extends to technological security (for example, limited staff access, appropriate levels of staff access) and to staff security (staff with authorised access should be aware of its purpose and extent).
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